K Data Destruction of Mobile Devices
S8 ..did it really wipe all data?
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Presentation Notes
Housekeeping: wiping = sanitization


The Problem

)| AccessData FTK ]
File View Mode Help

aESoadlBac>m B 0B [»RR T .

Evidence Tree = | File List
B htc_sensation_data ext4 MName | Size | Type Date Modified -
B NONAME [exid] || 036704 102400 Unallocated Sp... B
8- frocl] || 069747 102400 Unallocated Sp..
i{7) [unallocated space] :
1098794 102400  Unallocated Sp..
| 131556 102400  Unallocated 5p...
1166154 102 400 Unallocated So.
295395 41828 Unallocated Spo. W
|_|157156 26740 Unallocated 5p...
| 222602 26740 Unallocated Sp... |
|| 255464 26724 Unallocated Sp... |
| 1124304 26716 Unallocated Sp... |
| 191754 19420 Unallocated Sp... j
|_|062304 12932  Unallocated Sp... M|
Custom Content Sources = | 1bkaeld0 (00 08 11 00 11 15 00 23-00 &D 5F &D &9 &4 2E 31| ------- #-m mid.1 A
3 - ’ - lbaelel )
Evidence:File System|Path|File Options | 1bae1z0) g I
1bae200
1bae2l0
lbae220 8 20-4E ah man. Ho I:I
1bae230 (L &F-T0 em. I hope vo
1kbae240 RHels . {"email": "
1bae250 | 3
lbae2al |§ -
lbae270 | "
1baeld0 | —_
1bae2d0 |« I
lbaezal i
lbaelbl | |
4 | T | ¢ lbae2cl |
1bae2d0 ¢
EI Edit | Bemw8| Rermoye &"l Create Imagel lbae2el |06 1E 59 35 06 00 82 39-81 43 05 00 11 11 08 11|--¥5---9-C------ il
Properties | Hex Value Int... Custom Conte... bel start = 29024795, len = 42; dus = 236950; log sec = 1895601
For User Guide, press F1 [ |Inum A
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The Problem

Common data found on smartphones:

Email Web History
Text Messaging Call History
Photos Application Data
Video eBooks

Audio Maps/GPS
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Not all smart phones are the same
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Not all smart phones are the same

G

CASCADE

Hardware
Firmware
Software
0S

Apps
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Data Storage Complexity

Hardware Factors
 Many manufacturers of devices and
firmware
* Fragmentation with hardware
implementation
e Support for encryption & other security

varies -
* Rooted devices ROOJING &)

EN
d e

% ¥ \
1 \:g“-ed_ \

CUSTOMIZATION §
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Data Storage Complexity

Software Factors
e Different OS platforms and versions
available
 Implementation can be different -
effectiveness of OS varies with
hardware/firmware
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Data Storage Complexity

Solid State Storage Technology
e Limitations for access, validation of data

storage areas:
 Wear leveling

* QOver-provisioning

e SIM/SD cards

| File System |
Logcal Logcal
Sector Wiz Sogor Rend

FTL (Remapping Algorithm)

PagE Blod Page
W e Frase Rres md

Fape

Block Block Block
MAND Flash Memony
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Data Storage Complexity
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Data Storage Complexity
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Wiping methods are inconsistent and
sometimes ineffective

There is no single standard for smartphone
sanitization

 NIST Guidelines 800-88 Rev 1
e Manufacturer
Recommendations

e Scramble and Finally Erase
(SAFE)

Validation is difficult or impossible — can you prove erasure?
Can you prove recovery?
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Wiping methods are inconsistent and
sometimes ineffective

Factory Reset

Fac ata rese
< @ actory data reset Manufacturer methods
All data will be erased from device aren’t re"able

memaory, including your Google accour

system and application |1.:||.-a_.:-'.-:-= INgs

and downloaded applications Removes index
‘MMusic
-Photos
Other user data

The decryption key for files on the SD

card

(You cannot use encrypted files on the

3D card after you re 'rr your device to

factory defaults)
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Wiping methods are inconsistent and

sometimes ineffective

(

) WIPE OVERALL

Security Level: High (3 times)

Using US DoD 5220 22-M specification erase, if there
is 2 fle containing passwords or bank records, efc. We
recommend this program

Expecied to spend tme. 16 minutes

START WIPE

HrcAasScADE

ASSET MANAGEMENT, L

| Overwriting

3rd party / enterprise
providers

Verification issues — proving
overwrite vs recovery

Application of ill-adapted
standards (DoD)

ICRS — November 2014 / Page 14



Wiping methods are inconsistent and
sometimes ineffective

| Crypto Erase
Encrypting Removal of key - data
exists as cipher text

Wait while your phone is being
encrypted. 4% complete.

Hardware and software

The new standard for
security
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Wiping methods are inconsistent and
sometimes ineffective

Encryption is now standard (but not always
enabled)

i0OS7 &8 Android 4 Android 4+ BlackBerry 10 + Windows
SAFE BES 10 Phone 8 & 8.1
AES 256 AES 128 AES 256 AES 256 AES 256
User disable User disable User disable User disable User disable
option = No option = No option = Yes option = Yes option = No
*Not all devices
support
encryption
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Wiping methods are inconsistent and
sometimes ineffective

Android 5.0, Lollipop
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The best defense is a hybrid approach

Evaluate your threat! Then...established procedures and
verification are key

05 Specific | 05 Specific
Instruction Verification
Power on, ) ) 100%
wait for O5 ™ | e
‘ Android 8= Data Wiping Process Android
Battery ready
/ W7 B, ¥ -4- Remove | o Locate battery l 0s B  Data Wiping Process 105
'-,\u‘__ ﬂf!’_)‘ | SIM/SD Card and power on
Cattary Blackberry B Data Wiping Pracess Blackberry
not ready Charge battery | |
& stage phone —_—
N Order battary | | %ﬁm
& stage phone il
Process Audit
(%)

-

'x Ready for sale |
CASCADE
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Presenter
Presentation Notes
Go into the phone, look for data from areas that should have been wiped.


The best defense is a hybrid approach

Consider layers of wiping methods (depends on
threat level)
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The best defense is a hybrid approach

Enterprise sanitization solutions

Third party forensics...consider the ROI
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Thank you!

TJ Barelmann

Cascade Asset Management
tj@cascade-assets.com
608.280.1840

3 @TJ)Barelmann
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